Creating the Certificate Request

Now that we have installed the Certificate Services component, it's time to create the Certificate
Request for ourDefault Website. We should therefore do the following:

* Click Start > Administrative Tools > Internet Information Services (lIS) Manager

* Expand Websites > Right-click Default Website then select Properties

* Now hit the Directory Security tab

* Under Secure Communications click Server Certificate...
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Because we’re using our own CA, select Prepare the request now, but send it later, then click Next >
115 Certificate Wizard

Delayed or Inmediate Aequest

Yo Can prepare a reques! 1o be sent later, o wou can send one
immediately.

D you want 1o prepane 5 cetficale request to be went later, o do pou want to send it
immediately to an orline certificabon autharty?
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" Send the request mmediatedy to an online certification authority
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Type a descriptive name for the Certificate and click Next >
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Hame and Security Settings
Your news certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be eazy for pou to refer to and
remember,

M amne:
S5L Certificate for Ohwhb,

The kit length of the encryphion key determines the certificate's enciyption strength.
The greater the bit length, the stronger the secunty. Howewer, a greater bit length may
decreaze performance.

Bit length: 1024 j

[T Select cyptographic service pravider [CSP for this certificate
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We now need to enter our organization name and the organizational unit (which should be pretty self-
explanatory), then click Next >




115 Certificate Wizard

Organization Information
Y'our certificate must include information about wour arganization that
diztinguizhes it from ather arganizations.

Select or lype vour organization's name and pour organizational unit. T his iz tpically the
legal name of wour organization and the name of pour division or department,

Far further information, conzulk certification autharity's Web site.

Organization;
ITesthmain Corp. j

Organizational Lnit:
ITesthmain D, j
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In the next screen we need to pay extra attention, as the common name reflects the external FQDN (Fully
Qualified Domain Name), to spell it out, this is the address external users have to type in their browsers in
order to access OWA from the Internet.

Note: As many (especially small to midsized) companies don’t publish their Exchange servers directly to
the Internet, but instead runs the Exchange server on a private IP address, they let their ISP’s handle
their external DNS settings. In most cases the ISP creates a so called A

record named mail.domain.com pointing to the company’s public IP address, which then forwards the
appropriate port (443) to the Exchange servers internal IP address.

When your have entered a Common Name click Next >



115 Certificate Wizard '

Your Site's Common Hame
Y'our Web site's common name iz itz fully qualified domain name.

Tupe the comman hame far pour zite, [F the zerver iz on the Internet, uze a valid DS
name. If the server iz on the intranet, you may prefer to use the computer's HetBIOS
hare.

IF the common name changes, you will need to obtain a new certificate.

LCommon name;

mail. bestdomain. com
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Now it's time to specify the Country/Region, State/Province and City/locality, this shouldn’t need any
further explanation, when you have filled out each field, click Next >

115 Certificate Wizard

Geographical Information
The certification authorty requires the following geographical information.

LCountry/Reagion;

|DK (Denmark] =]

State/province:

IEDpenhagen j
Cibydlocaliby:

IEDpenhagen j

State/province and Citydlocality must be complete, afficial names and may not contain
abbrewviations.

< Back I Hewt > I Cancel

In the below screen we have to enter the name of the certificate request we’re creating, the default is just
fine, clickNext >



115 Certificate Wizard

Certificate Request File Hame

Your certificate request is zaved as a text file with the file name you
specify,

Enter a file name far the certificate request.

File name:

Browse. .. |

¢ Back I MHewt > I Cancel

In this screen we can see all the information we filled in during the previous IIS Certificate Wizard
screens, if you should have made a mistake, this is your last chance to correct it. If everything looks fine
click Next >

115 Certificate Wizard x|

Request File Summarny
Y'ou have chogen o generate a request file.

To generate the following request, click Mest.
File name:  chcertreq.txt

Your request containg the following information;

lzzued To mail. teztdomair. com
Friendly Mame 551 Certificate fior Ohwhd
Country/Region ]
State / Province Copenkagen
City Copenhagen
Organization T eztdomain Corp.
Organizational Lnit T estdamain Div.
¢ Back Cancel |

And finally we can click Finish.



Getting the Pending Request accepted by our Certificate Authority

Now that we have a pending Certificate Request, we need to have it accepted by our CA, which is done
the following way:

* On the server open Internet Explorer

* Type http://server/certsrv
Note: In order to access the Certsvr virtual folder, you may be prompted to enter a valid username/
password, if this is the case use the Administrator account. When you have been validated the Windows
2003 Server will most probably block the content of the CertSrv virtual folder, which means you wil have
to add it to your trusted sites in order to continue.
Now that you're welcomed by the Certificate Services, select Request a Certificate
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Under Advanced Certificate Request click Submit a certificate request by using a base-64-encoded
CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file
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Now we need to insert the content of the certreq.txt file we created earlier, you can do this by clicking

the Browse for a file to insert or by opening the certreq.txt file in notepad, then copy/paste the content
as shown in the screen below, then click Submit >
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Now select Base 64 encoded then click Download certificate
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Close the Microsoft Certificate Services IE window.

ppending the Certificate to the Default Website

Okay it's time to append the approved Certificate to our Default Website, to accomplish this we need to
do the following:
¢ Click Start > Administrative Tools > Internet Information Services (lIS) Manager



* Expand Websites > Right-click Default Website then select Properties
* Now select the Directory Security tab

¢ Under Secure Communications click Server Certificate... > then Next
|
Pending Certificate Feguest

A panding cartficate regueast i a request to which the cerificabion
authority haz not pat iezponded

& conificabs taguest iz pending. What would pou ke to do?

" Delete the pending request
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Select Process the pending request and install the certificate > click Next >
Pioces: a Peniding Reques!

Proces: a pendng cerificate request by relneving the file that comtanz
the cestification suthonty's response

Enter the path and Rle name of the file contairmg the cetfication authonty’s esponse.

Pati and fle name:
I Browse... I

<Back [ Mew> Cancel |

Unless you have any specific requirements to what port SSL should run at, leave the default (443)
untouched, then click Next >



You will now see a summary of the Certificate, again if you should have made any mistakes during the
previous wizard screens, this is the final chance to correct them, otherwise just click Next >
| e ——
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Certificate Summary
ot have chosen to install a cestficate om a iesponse fle,

The Certificate has now been successfully installed and you can click Finish
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Completing the Web Server
Certificate Wizard

ou heve successiuly completed the Web Server
Cerificate wizard

& certificate & now mstalled on this seaver

IF wou reed to renew, replace, of delete he certificate n the
future, you can uze the vazard again

To close bz wizard, cick Firesh

We have now appended the Certificate to our Default Website, but before the data transmitted between
the clients and the server is encrypted, we need to click the Edit... button under Secure
Communications.

Here we should put a checkmark in Require Secure Channel (SSL) and Require 128-bit encryption just
like below:

%
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™ accepk chent certificates
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| T Enable chart cartficats mappieg

Chent certificabes can be mapped bo Windows user

accounts, This allows access control to resources using T
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I Enable certificats trust kst
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Now click OK.



Testing our SSL enabled Default Website

Now that we have gone through all the configuration steps necessary to enable SSL on our Default
Website, it's time to test if our configuration actually works.
From the server (or a client) open Internet Explorer, then type:

http://lexchange server/exchange
You should get a screen similar to the one shown below:

3 The page mast be iewed over a secuore channel - Microsoft Intemet Bodorer = e E
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The page must be viewed over a secure channel

The page you are trying to access is securad with Secure Sockets Laver (S5L).

Pleasa try tha following:

* Typs hittps:/f at the begmning of the address you are attempting to reach
and press EMNTER.

HTTP Error 4034 - Forbidden: S50 is required o view this resource.
Intarnet Information Services ([15)

Technical Information (for support personnel)

* Go to Microsoft Product Support Services and perform a title search for the
words HTTP and 403.

+ Open L[15 Help, which is accessible in [15 Manager (inetmgr), and search
for topics titled About Security, Secure Sockets Layer (S5L), and
About Custom Error Messages.

=]
[gioane T T [ nternen %
This is absolutely fine, as we shouldn'’t be allowed to access the Default Website (and any virtual folders
below) through an unsecure connection. Instead we should make a secure connetion which is done by
typing https, therefore type below URL instead:

https://exchange server/exchange
The following box should appear:



http://exchange_server/exchange
http://exchange_server/exchange
https://exchange_server/exchange
https://exchange_server/exchange

security Alert ]

[réommation wou exchange with s site cannot be viewed o
: changed by othess. However, there iz a problem with the: sibs’s

secumity cerificabe.

(] The secuily ceflificate i fom & tusted centfying Sulhoriy.

ﬁ The sacuity cerlifizate date iz valid,

[\ The name on the secunty certficate iz invalid or does not

match he name of the sile

Do pou want to proceed?

= Rl
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Note: You may have noticed the yellow warning sign, this informs us The name on the security
certificate is invalid or does not match the name of the site. Don’t worry there’s nothing wrong with
this, the reason why it appears is because we aren’t accessing OWA through the common name, which
we specified when the certificate was created. When you access OWA from an external client

through mail.testdomain.com/exchange, this warning will disappear.

Click Yes

You will now be prompted for a valid username/password in order to enter your mailbox, for testing
purposes just use the administrator account, like shown below:

Lonnect to testsl2 testdomain.com

4|

Connecting to bests02.bestdoman, com

User name: {0 restdomainadministrator %) J
Fassword: I sesssenane
I Bemember my passward

I

Now click OK
We should now see the Administrator mailbox.



il Duthvok Welr Access - Microsalt Internel Explorer
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Notice the yellow padlock in the lower right corner, a locked padlock indicates a secure connection, which
means OWA now uses SSL.
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